Acessando remotamente um AWS EC2

atraves de SSH

Prof. Thomas da Costa -

Objetivo:

Implantar um servidor EC2 para subir um microsservico desenvolvido em Spring Boot. Este guia é
composto por mais partes onde em tutoriais futuros, subiremos o restante da aplicagdo para expor
0 servico para que os usuarios possam utilizar.

Desenho da Solucao:

eS| VPC - vpe-spring-boot-aws

|_| Public subnet

Security group

Microsservico

f—3

Usudrio

Premissas:

e Necessario baixar os programas:
o WinSCP:
= https://github.com/thomasdacosta/aula-
aws/tree/main/aula 06 maquinas virtuais/WinSCP-5.21.7-Portable

o Putty:
= https://github.com/thomasdacosta/aula-

aws/blob/main/aula 06 maquinas virtuais/putty.exe

e Utilizar o arquivo JAR:
o https://github.com/thomasdacosta/aula-

aws/blob/main/aula 06 maquinas virtuais/spring-boot-localstack.jar



https://github.com/thomasdacosta/aula-aws/tree/main/aula_06_maquinas_virtuais/WinSCP-5.21.7-Portable
https://github.com/thomasdacosta/aula-aws/tree/main/aula_06_maquinas_virtuais/WinSCP-5.21.7-Portable
https://github.com/thomasdacosta/aula-aws/blob/main/aula_06_maquinas_virtuais/putty.exe
https://github.com/thomasdacosta/aula-aws/blob/main/aula_06_maquinas_virtuais/putty.exe
https://github.com/thomasdacosta/aula-aws/blob/main/aula_06_maquinas_virtuais/spring-boot-localstack.jar
https://github.com/thomasdacosta/aula-aws/blob/main/aula_06_maquinas_virtuais/spring-boot-localstack.jar
https://thomasdacosta.com.br/

Acessando remotamente um AWS EC2 através de SSH

Entre na opgdo “Search”:

B 4 @  vVignav  vocsbs/user1954914«Thomas Costa @ 5663-2333-9257 v

W2 & Systems Manager & Simple Queve Service  §l Simple Notification Service ¥ S3 # M I 0S8 CloudFormation @ vee [l Lambda B APt Gateway i CloudWatch

(o}
Console Home Reset to defauttloyout | R

Recently visited 3 Welcome to AWS

|
o

AWS Health 1+ 3 Cost and usage

Current month costs
$0.00

Forecasted month end costs

$0.06

Top costs for current month

No top cost breakdowns. Cost breakdowns show

Last month costs when you use services.

$0.00

() Cloudshell  Feadback  Language ©2073, Amazon Wb Services, o or it affilates.  Privacy  Terms  Cookie preferences

Na tela principal, pesquisar a opcao “EC2”:

aws B 4 @  Nviginav  vodsbs/user1954914«Thomas Costa @ 5663-2333-9257 v

W2 G Systems Man & Cloudwatch

(0}
T hi ith | eries for more t results
Y SO Wi Iouer uerius X i 1o/t ety Reset to default layout IR

Features (53) Services

Resources New. Welcome to AWS
Documentation (32,967) By >
Knowledge Articles (20) T
Marketplace (2,564) Top features
Blogs (2,017)

Events (30)

Tutorials (21)

Features

Top costs for current month

No top cost breakdowns. Cost breakdowns show
when you use services

Resources

© 2023, Amazon Web Services, Inc. orits affiliates.  Privacy  Terms  Cookie preferences




Acessando remotamente um AWS EC2 através de SSH

Clique na opc¢do “Launch instance”:

aws B 4 @  Nvignav  vocabs/user1954914«Thomas Costa @ 5663-2333-9257 v

W ec2 G Systems Manager @ Simple Queve Service il Simple Notification Service 1 53 i 1AM @ wc W ambda B AP Gateway @ Cloudwatch
® New EC2 Experience o
Resources EC2 Global view [ @ Cc Account attributes

You are using the following Amazon EC2 resources in the US East (N. Virginia) Region:
EC2 Global View

vpc-0dff72basedadiBb8
Events

Settings
¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans

Launch instance Service health AWS Health Dashboard [5 C

Reserved Instances erver in the cioud.

Explore AWS

Dedicated Hosts
Capacity Reservatior e n Migrate a server [2 US East (N, Virginia) Save up to 90% on EC2 with Spot Instances
v Images Optimize price-performance by combining EC2 purchase options in a

e Note: Your instances will launch in the US East (N. Virginia) Region Zones single EC2 ASG. 2

AMi Catalog Amazon GuardDuty Malware Protection

¥ Elastic Block Store Scheduled events GuardDuty now provides agentiess malware detection in Amazon EC2 &
us-east-1a usel-az6 EC2 container workloads. [

Volumes

Snapshots US East (N. Virginia) usel-azl Get Up to 40% Better Price Performance

s No scheduled events Tag instances deliver the best price performance for burstable general
Lifecycle Manager usel-az2

purpose workloads in Amazon EC2

¥ Network & Security azd
Security Groups !

RGeS & server us-east-Te a3 - . .
Elastic IPs Additional information (2

Placement Groups L ==
ccsiodioe S Use AWS Application Migration Service to simplify and expedite migration

Key Pairs from physical, virtual, and cloud infrastructure to AWS.

Network Interfaces [
¥ Load Balancing

Load Balancers Quick ID filter
Target Groups

©2023, Amazon Web Services, Inc. or it affiliates.  Privacy  Torms  Cookie preforences

Digite o nome do servidor na caixa de texto “Name”:

B & @ NVigniav  vociabsuser1954914+Thomas Costa @ 5663-2353-9257 v

& Systems Manager @ Simple Queve Service @l Simple Notification Service 853 #i 1AM Bl RDs B CloudFormation @ vec Il Lambda 1 API Gateway B CloudWatch

Launch an instance ©
v Summary

Launch an instance

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by

Number of instances

1
following the simple steps below.

Name and tags

v Application and OS Images (Amazon Machine Image)

An AMI is a template that contains the software configuration (operating system, application server, and

applications) required to launch your instance. Search or Browse for AMIs if you don't see what you are looking for Fios Hov: I your Best Vaae hickuctes THLX

below 750 hours of t2.micro (or t3.micro in

the Regions in which t2.micro is

Q unavailable) instance usage on free
tier AMIs per month, 30 GiB of EBS
storage, 2 million 105, 1 GB of
snapshots, and 100 GB of bandwidth

to the intemet.

Amazon macos Ubuntu Windows RedHat || SUSEL Q

Linux

aws E [ counch insance |

Amazon Machine Image (AMI)

Amazon Linux 2023 AMI Free tier eligible

() Cloudshell  Feedback _ Language ©.2023, Amazon Web Services,loc or s afflates.  Privacy  Terms  Cookie preferences




Acessando remotamente um AWS EC2 através de SSH

No nosso exemplo o nome digitado foi “ec2-spring-boot”:

aws B 4 @  Nvignav  vocabs/user1954914«Thomas Costa @ 5663-2333-9257 v

W ec2 @ Systems Manager @ Simple Queve Service @l Simple Notification Service  #53  # 1M I R0S 8§ CloudFormation @ voc [l Lambda B APt Gateway @ CloudWatch

(o}
Launch an instance v Summary
Amazon EC2 allows you to create virtual machines, o instances, that run on the AWS Cloud, Quickly gef
following the simple steps below. Number of instances

1
Name and tags

= Amazon Linux 2023 AMI 2023.1.2.
jame ami-051F7e7f6c

ec2-spring-boot

t2.micro

v Application and OS Images (Amazon Machine Image)
New security group

An AMI is a template that contains the software configuration (operating system, aijlication server, an
applications) required to launch your instance. Search or Browse for AMIs if you don't see what you are looking for 1 volume(s) - 8 GiB

below

Free tier: In your first year includ

750 hours of t2.micro (or t3.micro in

the Regions in which t2.micro is

unavailable) instance usage on free

tier AMis per month, 30 GiB of EBS

storage, 2 million 10s, 1 GB of
Amazon mac0s Ubuntu Windows RedHat || SUSEL Q snapshats, and 100 GB of bandwidth

to the intemet.

Linux

aws E

Amazon Machine Image (AMI)

Amazon Linux 2023 AMI Free tier eligible

Description
Amazon Linux 2023 AMI 2023.1.20230825.0 x86_64 HVM kernel-6.1

Architecture AMIID
64-bit (x86) p ami-05177f6c2140dc1
[ CloudSheil  Feedback  Language ©2023, Amazon Web Services, Inc or its afflistes.  Privacy  Terms  Cookie preferences

Selecione a maquina da imagem abaixo:

B & @ Nvignav

aws Senvices | Q
B2 W Systems Manager @ Simple Queve Service il Simple Notification Service 53 @ M Bl RDs ¥ CloudFormation @ o [l Lambda B APt Gateway @ CloudWatch
g e

v Summary

v Application and OS Images (Amazon Machine Image)
Number of instances

An AMI is a template that contains the software configuration (operating system, application server, and !

applications) required to launch your instance. Search or Browse for AMis if you don't see what you are looking for

below
Amazon Linux 2023 AMI 2023.1.2
2mi-051f7e 76621400 1

Recents t2.micro

Amazon macoS Ubuntu Windows Red Hat SUSE LI Q New security group

Linux

aws & 1 volume(s) - 8 Gi&
= Moc

Arngson M e e (N | 0o ks b i
Free tier eligible the Regions in which t2.micro is
unavailable) instance usage on free
* tier AMIs per month, 30 GiB of EBS
storage, 2 million 10s, 1 GB of
snapshots, and 100 GB of bandwidth
to the intemet

Amazon Linux 2023 AMI

Description

Amazon Linux 2023 AMI 2023.1.20230825.0 x86_64 HVM kernel-6.1

Architecture AMIID

64-bit (xB6) ami-05117e7f6¢2f40dc1
Cancel Launch instance

v Instance type

Instance type

2.micro Free tier eligible
Al generations

() Cloudshell _ Feedback _ Langusge ©.2023, Amazon Web Services,loc or s afflates.  Privacy  Terms  Cookie preferences




Acessando remotamente um AWS EC2 através de SSH

Selecione a maquina da imagem abaixo:

aws Senvices | Q B 4 @ NVigniav  voclabs/user19sasid«Tromas Costa @ 5663-2353-9257 v

B2 @ Systems Manager @ Simple Queve Service @ Simple Notification Service 1153 @AM Bl RDS B Cloudformation @l vo¢ [l Lambda B APt Gateway @ Cloudwatch
L
(0]
a v Summary
Amazon Linux 2023 AMI Free tier eligible
Number of instances

1
Amazon Linux 2 AMI (HVM) - Kemel 5,10, SSD Volume Type Free tier eligible

Deep Learning AMI GPU PyTorch 2.0.1 (Amazon Linux 2) 20230826 Amazon Linux 2023 AMI 2023.1.2.
amk-0517e7f6c

Deep Learning AMI GPU TensorFlow 2.13 (Amazon Linux 2) 20230818

t2.micro

Deep Learning AMI GPU PyTorch 1.13.1 (Amazon Linux 2) 20230818

New security group

Amazon Linux 2 LTS with SQL Server 2019 Standard
1 volume(s) - 8 Gi8

Amazon Linux 2 LTS with SQL Server 2017 Standard
ami-02160391b45671164 (64-bit (x86))

Virtuslization: twm  ENA enabled: true  Root device type: ebs Free tier: In your first year includ

750 hours of t2.micro (or t3.micro in
Amazon Linux 2023 AMI Free tier eligible the Regions in which t2.micro is
unavailable) instance usage on free
tier AMIs per month, 30 GiB of EBS
storage, 2 million 10s, 1 GB of
snapshots, and 100 GB of bandwidth
to the intemet

Description

Amazon Linux 2023 AMI 2023.1.20230825.0 x86_64 HVM kernel-6.1

Architecture AMIID

64-bit (x86) ami-05117e7f6c2f40dc1 . m

v Instance type

Instance type

2.micro Free tier eligible
@ All generations

() Cloudshell  Feadback  Language ©2073, Amazon Web Service,inc.or its affistes.  Privacy  Terms  Cookie preferences

Continue descendo a tela e a opg¢ao “Key pair” ira aparecer:

aws B 4 O Nvgs

B2 W Systems Manager @ Simple Queve Service @ Simple Notification Service 153 @ M Bl r0s B Cloudformation @l voe [l Lambda B APt Gateway @ Cloudwatch
Description

Amazon Linux 2023 AMI 2023.1.20230825.0 x86_64 HVM kernel-6.1 v Summary

Architecture AMIID
ami-051f7e7f6c2f40dc1 Number of instances

1

64-bit (x86)

Amazon Linux 2023 AMI 2023.1.2.
v Instance type 0517671621401

Instance type t2.micro

t2.micro
@ Al generations
New security group

1 volumels) - 8 Gi8

Free tier: In your first year includes
v Key pair (login) 750 hours of t2.micro (or t3.micro in
the Regions in which t2.micro is
unavailable) instance usage on free
tier AMIs per month, 30 GiB of EBS
before you launch the instance. RGN, 2 ilon I T SROf
snapshots, and 100 GB of bandwidth

to the intemet

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair

Key pair name - required

Cancel Launch instance

v Network settings

Network

Vpc-0df72baBe9adf8bs | vpc-principal

Subnet

No preference (Default subnet in any availability zone)

Auto-assign public IP

Enable
() Cloudshell _ Feedbock _ Language ©.2023, Amazon Web Services,loc or s afflates.  Privacy  Terms  Cookie preferences




Acessando remotamente um AWS EC2 através de SSH

Cligue em “Create new key pair”:

aws Senvices | Q B 4 @ NVigniav  voclabs/user19sasid«Tromas Costa @ 5663-2353-9257 v

B2 & Systems Manager & Simple Queve Service il Simple Notification Service ¥ 53 # R0s  # CoudFormation @ voc [l Lambda B APt Gateway @ CloudWatch

= (0]

v Summary

Number of instances

v Key pair (login)

1

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair
before you launch the instance.
Amazon Linux 2023 AMI 2023.1.2
ami-051F7e7F6c21400c 1
Key pair name - required

t2.micro
¥ Network settings New security group

s 1 volumels) - 8 GiB
Vpc-0dff72baBe9adfBba | vpc-principal
Subnet =

%) Free tier: In your first year includes
No preference (Default subnet in any availability zone) 250 houes of t2.micrs (or 13 miceo 1o
Auto-assign public IP the Regions in which t2.micro is

unavailable) instance usage on free
Bt tier AMIs per month, 30 GiB of EBS
storage, 2 million 10s, 1 GB of
snapshots, and 100 GB of bandwidth
to the intemet.

Firewall (security groups)

® Creste security group Select existing security group

We'll create a new security group called 'launch-wizard-1 with the following rules m

# Allow SSH traffic from
Anywhere

Allow HTTPS traffic from the internet

Allow HTTP traffic from the internet
A Rules with source of 0.0.0.0/0 allow all IP add our instance. We recommend
security group rules to allow access from known IP addresses only.

() Cloudshell  Feadback  Language ©2073, Amazon Web Services, ko or it affistes.  Privacy

Escreva o nome da chave e selecione as op¢cdes “RSA” e “.ppk” e clique em “Create key pair”. Sera
gerado um arquivo “kp-spring-boot.ppk”, guarde o arquivo para efetuar o acesso posterior a
maquina:

aws B 4 @  INvVignav  vodsbs/userigs49id«Thomas Costa @ 5663-2333-8257 v
B2 W Systems Manager 8 Simple Queve Service @l Simple Notification Service 53 @ 1AM HIRDs B CoudFormation @ voc Il Lambda B APt Gatewsy % CloudWatch

Create key pair

Key pair name

kp-spring-boot

Key pair type

® RsA ED25519

Private key file format

pem

A When prompte he private key in a secure and accessible location on
your computer. You will need it later to connect to your instance.

Cancel

() CloudShell _ Feedback _ Langusge ©2023, Amazon Web Service, Inc. o its affates. _ Privacy -




Acessando remotamente um AWS EC2 através de SSH

Na opcdo “Network settings” clique no botdo “Edit”:

B 4 @  NVignav  vocsbs/user1a54914«Thomas Costa @ 5663-2333-9257 v
Systems Manager @ Simple Queve Service il Simple Notification Service #s3  # 1AM Bl RDS @ Cloudformation @ wec [l Lambda B APIGatewsy T ClovdWatch

(0]

v Summary

Number of instances
v Key pair (login)

1

You can use a key pair o securely connect to your instance. Ensure that you have access to the selected key pair

before you launch the instance.
Amazon Linux 2023 AMI 2023.1.2.

ami-051F7e7f6c
Key pair name - required

kp-spring-boot

t2.micro

¥ Network settings New security group

Network
vpc-0dff72baBedadfsb8 | vpc-principal

1 volume(s) - 8 Gi8

Subnet -

Free tier: In your first year includ
750 hours of t2.micro (or t3.micro in

the Regions in which t2.micro is

No preference (Default subnet in any availability zone)
Auto-assign public IP

unavailable) instance usage on free
tier AMIs per month, 30 GiB of EBS
storage, 2 million 10s, 1 GB of
snapshots, and 100 GB of bandwidth
to the intemet.

Enable

Firewall (security groups)

® Creste security group Select existing security group

We'll create a new security group called 'launch-wizard-1 with the following rules m

@ Allow SSH traffic from T
Anywhere

Allow HTTPS traffic from the internet

Allow HTTP traffic from the internet

A Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting X

security group rules to allow access from known IP addresses only.

() Cloudshell  Feadback  Language ©2073, Amazon Web Service,inc.or its affistes.  Privacy  Terms  Cookie preferences

Aparecera a tela abaixo:

aws B 4 @  Nvignav  vodabs/user1954914«Thomas Costa @ 5663-2333-9257 v
B2 G Systems Manager @ Simple Queve Service |l Simple Notification Service 153 @ M Bl R0s @ CloudFormation @ vpc [l Lambda B APt Gatewsy B CloudWatch

= (0]

v Summary

s 2 Number of instances i
v Key pair (login)
1

You can use a key pair o securely connect to your instance. Ensure that you have access to the selected key pair
before you launch the instance.
Amazon Linux 2023 AMI 2023.1.2
ami-051F767F6c24400c 1
Key pair name - required
kp-spring-boot

t2.micro

¥ Network settings New security group

VPC - required
1 volume(s) - 8 Gi8

vpc-0dff72baBe9adf8b8 (vpc-principal) (defautt) o |

Sibres Free tier: In your first year includ
750 hours of t2.micro (or t3.micro in
No preference (¢] the Regions in which t2.micro is

unavailable) instance usage on free
Auto-assign public IP tier AMIs per month, 30 GiB of EBS
storage, 2 million 10s, 1 GB of
snapshots, and 100 GB of bandwidth
Firewall (security groups) to the intemet.

Enable

® Create security group Select existing security group

Security group name - required

launch-wizard-1

Description - required

launch d-1 created 2023-09-03T19:38:57.445Z

Inbound Security Group Rules

v

() Cloudshell  Feadback  Language ©.2073, Amazon Web Services,inc.or s afiates. Terms ook preferonces




Acessando remotamente um AWS EC2 através de SSH

Clique em “Add security group rule”:

B £ @  NVignav  vocsbs/user1954914«Thomas Costa @ 5663-2333-9257 v

Systems Manager | Simple Queve Service il Simple Notification Service 8 53

VPC - required

vpc-0dff72baBeJadfBbs (vpe-principal)
Subnet

No preference

Auto-assign public IP

Enable

Firewall (security groups)

® Create security group

Security group name - required

launch-wizard-1

Description - required

launch-wizard-1 created 2023-09-03T19:38:57.445Z

Inbound Security Group Rules

Protocol

Source type Source Infs

Anywhere

& um

(efautt) |

(]

Select existing security group

Remove

Port range inf

Description - optional In

A Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting X

security group rules to allow access from known IP addn

Add security group rle
(5 Cloudshel

Feedback  Language

A0S # CloudFormation @ voc [l Lambda

W APtGateway @ Clovdwatch
v Summary

Number of instances

1

Amazon Linux 2023 AMI 2023.1.2.
ami-051F77f6c26400c 1

@2.micro
New security group
1 volume(s) - 8 GiB

Free tier: In your first year includ
750 hours of t2.micro (or t3.micro
the Regions in which t2.micro is
unavailable) instance usage on free
tier AMIs per month, 30 Gi of EBS
storage, 2 million 10s, 1 GB of
snapshots, and 100 GB of bandwidth
to the intemet.

© 2023, Amazon Web Services, Inc. orits afflistes.  Privacy

Selecione “Custom TCP” e cologue o numero da porta “8080” conforme imagem abaixo:

aws

B2 W Systems Manager @ Simple Queve Service 1l Simple Notification Service 1l 53

Firewall (security groups) ir

® Create security group

Security group name - required

launch-wizard-1

Description - required

launch-wizard-1 created 2023-09-03719:38:57.445Z

Inbound Security Group Rules

v t P

Type Protocol

ssh

Source type

Anywhere

Type Protocol

Custom TCP

Source type

Custom

& M

Select existing security group

Port range fnf

Description - optional

Remove

Port range Inf

8080

Description - optional

A Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting X

security group rules o allow access from known IP addresses only

Add security group rule

() Cloudshell  Feedback  Language

¥ R0s  #¥ CloudFormation @ vpc [l Lambda

B & O

N. Virginia v

0¥ APt Gateway & ClovdWatch
v Summary

Number of instances i«

1

Amazon Linux 2023 AMI 2023.1.2.
ami-051F7e7f6c2640dc 1

t2.micro
New security group
1 volumel(s) - 8 Gi8

Free tier: In your first year includs
750 hours of t2.micro (or t3.micro in
the Regions in which t2.micro is
unavailable) instance usage on free
tier AMIs per month, 30 GiB of EBS
storage, 2 million 10s, 1 GB of
snapshots, and 100 GB of bandwidth
to the intemet.

Cancel

© 2023, Amazon Web Services, Inc. or its affiliates.  Privacy

Torms

®

voclabs/user1954914<Thomas_Costa @ 5663-2333-9257 v

®

Cookie preferences




Acessando remotamente um AWS EC2 através de SSH

“Source” selecione “0.0.0.0/0”:

B 4 @  NVignav  vocsbs/user1a54914«Thomas Costa @ 5663-2333-9257 v
@ Systems Manager @ Simple Queve Service @l Simple Notification Service 8 s3 @ MM Bl RDS @ Coudformation @ vpc [l Lambda B AP Gateway % Cloudwatch

Firewall (security groups) ir v Summary ®
CIDR block
® Create security group TP Number of instances
1
Security group name - required EORDH

0.00.0/1

launch-wizard-1

0.00.0/24 Amazon Linux 2023 AMI 2023.1.2.

0.00.0/32 ami-051F7e7f6c
Description - required

launch-wizard-1 created 2023-09-03T t2.micro

Inbound Security Group Rules

v New security group

Type
1 volume(s) - 8 Gi8
ssh
com.amazonaws.us-east-1.dynamodb

Source type Free tier: In your first year includ

A com.amazonaws.us-east-1.ipv6.routeS3-healthchecks 750 hours of t2.micro (or t3.micro in

Anyvhers the Regions in which t2.micro is
unavailable) instance usage on free
tier AMIs per month, 30 GiB of EBS
storage, 2 million 10s, 1 GB of
snapshots, and 100 GB of bandwidth
to the intemet.

com.amazonaws.us-east-1.route53-healthchecks
com.amazonaws.us-east-1.ipv vpe-lattice
Remove

com.amazonaws.us-east-1.vpc-lattice
Type

Custom TCP com.amazonaws.global groundstation

Source type com.amazonaws.global.cloudfront.origin-facing

Custom ¥

A\ Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recomme
security group rules o allow access from known IP addresses only

Add security group rule

() Cloudshell  Feadback  Language ©2073, Amazon Web Service,inc.or its affistes.  Privacy  Terms  Cookie preferences

A configuracdes devem ficar igual a tela abaixo:

aws B 4 © Nvignav
B2 G SystemsManager  # Simple Queve Service @ Simple Notification Service 153 @M Bl ros B Cloudformation @l vwe [l Lambda B APt Gateway @ Cloudwatch

Firewall (security groups) Ir v Summary

® Create security group Select existing security group Number of instances

1
Security group name - required

launch-wizard-1

Amazon Linux 2023 AMI 2023.1.2.
ami-051F7e7M6c26400c 1

Description - required

aunch-wizard-1 create D 19:38:57.4452
launch 4-1 created 2023-09-03T19:38:57.44! A

Inbound Security Group Rules

£ Renove New security group

Protocol Port range Inf
1 volume(s) - 8 Gi8

Source type Description - optional Free tier: In your first year includes

FREPR 750 hours of t2.micro (or t3.micro in

the Regions in which t2.micro is

unavailable) instance usage on free
tier AMIs per month, 30 GiB of EBS
storage, 2 million 10s, 1 GB of
snapshots, and 100 GB of bandwidth
to the intemet

Remove

Type Protocol Port range

Custom TCP 8080

Cancel Launch instance

Source type Description - optional

Custom

0.000/0 X

A\ Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting X

security group rules to allow access from known IP addresses only.

Add security group rule

() Cloudshell _ Feedback _ Language ©.2023, Amazon Web Services, loc or s afflates.  Privacy  Terms  Cookie preferences




Acessando remotamente um AWS EC2 através de SSH

voclabs/user1954914«Thomas_Costa @ 5663-2333-9257 v

Clique na opc¢do “Launch instance”:
B 4 @ Nvignaw

@ Systems Manager @ Simple Queve Service ' Simple Notification Service 8 s3 @ MM Bl RDS @ Coudformation @ vec [l Lambda B AP Gateway @ Cloudwatch
Source type Source Description - optional ©
s o ¥ v Summary
Anywhere
Number of instances

1
Remove

Amazon Linux 2023 AMI 2023.1.2.

Port range
ami-051F77f6c26400c 1

Type Protocol
Custom TCP 8080
Source type I Description - optional
t2.micro
Custom
0.00.0/0X New security group

A Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recomm
1 volume(s) - 8 Gi8
security group rules to allow access from known IP addresses only.
Add security group rule Free tier: In your first year includ
'50 hours of t2.micro {or t3.mi
the Regions in which t2.micro is
unavailable) instance usage on free
tier AMIs per month, 30 GiB of EBS
storage, 2 million 10s, 1 GB of
apshots, and 100 GB of bandwidth

v Configure storage
to the intemet.

o in

v | Root volume (Not encrypted)

Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magne

Add new volume

0x File systems

» Advanced details
©2023, Amazon Web Services, Inc. or its affiliates.  Privacy  Terms  Cookie preforences

() CloudShell _ Feedbock _ Language

voclabs/user1954914<Thomas,_Costa @ 5663-2333-8257 v

Servidor criado com sucesso. Clique em “View all instances”:

®  Nvigiia v

aws
B ec2 W Systems Manager @ Simple Queve Service il Simple Notification Service 853 # 1AM B RDS B CloudFormation @ vec [l tambda 1 API Gateway B CloudWatch

Launch an instance

» Launch log

Next Steps

Q
Connect to your instance Connect an RDS database Create EBS snapshot policy
Configure the connection between an EC2 instance and 3 Create a policy that automates the creation, retention, and
deletion of EBS snapshots

Create billing and free tier usage alerts
Once your instance is running, log into it from your local

To manage costs and avoid surprise bills, set up email
database to allow traffic flow between them.
Create EBS snapshot policy [2

notifications for billing and free tier usage thresholds. computer.

Create billing alerts [ Connect to instance [3 Connect an RDS database (3

Create Load Balancer Create AWS budget Manage CloudWatch alarms
AWS Budgets allows you to create budgets, forecast spend, on CloudWatch alarms for the

Manage detailed monitoring
Create a application, network gateway or classic Elastic Load
and take action on your costs and usage from a single

Create or update Amaz

instance.

Enable or disable detailed monitoring for the instance. If you
Manage CloudWatch alarms [2

enable detailed monitoring, the Amazon EC2 console Balancer
focation

displays monitoring graphs with a 1-minute period.
Create Load Balancer [2
Create AWS budget [2

Manage detailed monitoring [2

© 2023, Amazon Web Services, Inc. or its affiliates.  Privacy Cookie preferences
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Acessando remotamente um AWS EC2 através de SSH

Servidor em processo de subida. Espere o servidor estar pronto

aws

B ec2 & Systems Manager

® New EC2 Experience o
EC2 Dashboard
EC2 Global View

Events

¥ Instances

Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts

Capacity Reservations

v Images
AMIs

AMI Catalog

¥ Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

¥ Network & Security
Security Groups
Elastic IPs
Placement Groups
Key Pairs

Network Interfaces

¥ Load Balancing

Target Groups =

(5 Cloudshell  Feadback

& simple Queue Service

Language

B 4 @  NVignav  vocsbs/user1a54914«Thomas Costa @ 5663-2333-9257 v

# Simple Notification Service 1 53 i 1AM @vec W tambda B APIGateway @ CloudWatch

Instances

e v [ sciom + | [N EEEIEEE
1 @

ec2-spring-boot @Q t2mico Noalarms +  us-east-1a €c2-34-229-98-139.co.

Select an instance

© 2023, Amazon Web Services, Inc. or its afilistes. Torms

Cookie preferences

Quando o servidor estiver pronto, apresentard o status de “Running”:

aws

B2 G Systems Manager

® New EC2 Experience X

EC2 Dashboard
EC2 Global View

Events

¥ Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts

Capacity Reservations

¥ Images
AMIs

AMI Catalog

¥ Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

¥ Network & Security
Security Groups
Elastic IPs
Placement Groups
Key Pairs

Network Interfaces

¥ Load Balancing
Load Balancers

Target Grouy

() Cloudsheil  Feedback  Language

& simple Queue Service

B & O

N.Virginia v voclabs/user1954914«Thomas_Costa @ 5663-2333-9257 v

# Simple Notification Service #s3 @ 1AM Bl RDS @ Cloudformation @ woe [l Lambda B API Gateway @ CloudWatch

Instances

Instance state ¥ [T Lounch instances | v |
1 @

ec2-spring-boot aa t2.micro Noalarms + ec2-34-229-98-139.co.

Select an instance

©2023, Amazon Web Services, Inc. or its affiliates.  Privacy  Terms  Cookie preferences




Acessando remotamente um AWS EC2 através de SSH

Selecione o checkbox do servidor

aws B 4 @  Nvignav  vocabs/user1954914<Thomas_Costa @ 5663-2333-9257 ¥
W ec2 @ SystemsManager @ Simple Queve Service il Simple Notification Service  #53  # 1M B R0S 8§ CloudFormation @ o [l Lambda B APt Gateway @ CloudWatch
® New EC2 Experience o Instances

e v [ sciom + | [N EEEIEEE
1 @

EC2 Dashboard

EC2 Global View

) ec2-spring-boot @Q t2mico Noalarms +  us-east-1a €c2-34-229-98-139.co.
Events

¥ Instances

Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts

Capacity Reservations

v 2
Images. Select an instance
AMis

AMI Catalog

¥ Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

¥ Network & Security
Security Groups
Elastic IPs
Placement Groups
Key Pairs

Network Interfaces

¥ Load Balancing

Target Groups =

() Cloudshell  Feadback  Language ©2073, Amazon Web Services,in.or s aflistes. o r—

Copie o endereco da opcgao “Public IPv4 address”:

aws B 4 © Nvignav  vocabs/user1954914«Thomas Costa @ 5663-2333-9257 ¥

B2 W Systems Manager @ Simple Queve Service @ Simple Notification Service 153 @ M Bl ros B Cloudformation @l e [l Lambda B APt Gateway @ Cloudwatch

® New EC2 Experience X Instances

Connect Instance state ¥ [T Lounch instances | v |
1 @

EC2 Dashboard

EC2 Global View

Qa t2.micro No alarms €c2-34-229-98-139.c0.
Events

¥ Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts

Capacity Reservations

¥ Images

Instance: i-0af8700ae36150aed (ec2-spring-boot)
AMIs

AMI Catalog Security Networking Storage Status checks Monitoring
¥ Elastic Block Store

¥ Instance summary

Volumes

Snapshots i-0af87002€36150aed (ec2-spring-boot) @ 34.229.98.139 1723139239

Lifecycle Manager

2-34-229-98-139. ute-1.3mazon con
¥ Network & Security O e 229-98 compute-1.3mazonaws.com |
Security Groups
P name: ip 1-39-239.ec2.internal i 239.ec2.intema
Elastic IPs 1P name: ip-172-31-39-23¢ 2.internal @ ip-172-31-39-239.ec2intemal

Placement Groups

1Pva (A 12.mi
Key Pairs o cro

Network Interfaces f
(3 34.229.98.139 [Public IP)
¥ Load Balancing

Load Balancers

Target Grouy

() CloudShell _ Feedback _ Language ©2023, Amazon Web Services,loc or tsafflates.  Privacy  Terms  Cookie preferences




Acessando remotamente um AWS EC2 através de SSH

Entre no “Putty”:

7 @ PuTTY Configuration h

Category:
) Session Basic options far your PuTTY session
- Logging Specify the destination you want to connect to

" T?”"Kthoa i Host Name (or P address) Port

Bl 2
“. Features Connection typs
i OssH  OSeid (Other  Telnet
i i~ Appearance
- Behaviour Load, save or delete a stored session
i~ Translation
- Selection
- Colours
(=1~ Connection Default Settings
i Data
i Proxy
- SSH
i Serial
- Telnet
i~ Rlogin
SuPDUP Close window on exit:
(O Aways (O Never @ Onlyonclean exit

Open Cancsl

Saved Sessions

Digite o endereco do servidor nos campos abaixo e clique em “Save”:

=
#R PUTTY Configuration X

\: Basic aptions for your PUTTY session
Specify the destination you want to connect to

Host Name (or IP address}) Port
34.229.98.139 22
L. Features Connection type:

©5SSH  (OSenal (OOther  Telnet ~

Appearance

Behaviour Load, save or delete a stored session

;’;a".lei‘am" Saved Sessions

on 34.229.98.139

Calours —

Load

Delete

- Riogin
-~ SUPDUP Close window on exit:
(O Aways (ONever € Only on clean exit

About Open Cancel




Acessando remotamente um AWS EC2 através de SSH

Selecione a opcdo “Auth”:

. ]
#R PUTTY Configuration X
~ Keyboard \ - Basic options for your PUTTY session
?el Specify the destination you wart to connect to
2 i Host Name (or IP address) Port
(=) Window
- | Appearance 34.229.98.139 22
Behaviour Connection type:
Translation o
SSH (DSeral ()Other: Telnet
Selection ° 2 St
i Colours Load, save or delete a stored session
[=}- Connection Bavid Corn
e 3422998138
- Proxy
=+ SSH Default Settings Load
L leKex 34229.98.139
L Save
Delete:
Close window on exit:
(O Aways (JNever € Only on clean exit
oot G
. ~ . ”
Selecione a opgdo “Credentials”:
#R PUTTY Configuration
-~ Keyboard | f Credentials to authenticate with
- Bell
i - Features g SR
B Window Private key file for authentication:
-~ Appearance
-~ Behaviour
i Translation
(] Selection
i '~ Colours
[}~ Connection
.~ Data
Open Caricel




Acessando remotamente um AWS EC2 através de SSH

Selecione a opgao “Browse” e selecione o arquivo “kp-spring-boot.ppk”:

@ PuTTY Configuration
Category:
i~ Keyboard

Behaviour
Translation
Selection

X

T
Publickey authertication
Private key file for authentication:

Cerificate to use with the private key

Plugin to provide authentication responses
Plugin command to run

Open Cancel

Ao selecionar o arquivo clique no botdo “Open”:

#R PUTTY Configuration

Category:

i Appearance
- Behaviour

About

- Keyboard L

X

= ‘(:'erjermé% to a\?n_h_emk:ate wvil:l
Publickey authertication
Private key file for authentication:
C:\Users'thoma‘\Downloads\kpspringbi ~ Browse...
Cerificate to use with the private key

Browse....

Plugin to provide authentication responses
Plugin command to run

.

15



Acessando remotamente um AWS EC2 através de SSH

Clique no botdo “Accept”:

PuTTY Security Alert

‘0‘ The host key is not cached for this server:
B 34.229.98.133 (port 22)
You have no guarantes that the server is the computer you think & is
The server's ssh-ed25513 key fingerprint is:
ssh-ed25519 255 SHA256:CvOVF8Wv 7nRk Xlv S7TAAIMIEIGbSMN 3e 7elvCZmHKvkg

If you trust this host. press "Accept” to add the key to PuTTY’s cache and camy on
connecting

If you want to camy on connecting just once, without adding the key to the cache, press
"Connect Once”

If vou do not trust this host. press "Cancel” to abanden the connection

More info.. Acc[? Connect Once Cancel

16



Acessando remotamente um AWS EC2 através de SSH

Em login digite “ec2-user”:

Digite o comando “sudo yum update”:

c2-user@ip-172-31-39-23%:~ - O X

17



Acessando remotamente um AWS EC2 através de SSH

Caso exista alguma atualizagdo serd exibido o que sera atualizado:

EP ec2-user@ip-172-31-39-23:~ = o X

SElsudo yum install java-l7-amazon-corretto




Acessando remotamente um AWS EC2 através de SSH

o 0N

Selecione a opgao “y” para concluir a instalagdo do Java:

P ec2-user@ip-172-31-39-239:~ = 0o X

Java instalado com sucesso:

@ ec2-user@i

19



Acessando remotamente um AWS EC2 através de SSH

Digite o comando “java --version" e verifique se o Java foi instalado corretamente:

@ ec2-user@ip-172-31-39-239:~ — (=] X

Proprie..

0B de 65,8 MB em 0 de 8

Nao conectado,




Acessando remotamente um AWS EC2 através de SSH

Cligue em “Sessdo” -> “Nova Sessdo”:

% WinSCP

Local Marcar Arquivos Comand

Tamanho | Data de modificag:

nerated-test-sources
8 maven-archiver

B maven-status

test-clo:

Il spring-boot-localstackjar

I spring-boot-1 jar.original

0B de 658 MB em 0 d

Nao conectado.

Cliqgue em “Novo Site”:

=5 de transferéncia Padrdo
& NovaSe
: Samoth M2 -
Ci\Users\thomaldevelopmentworkspace
L s Sess3o

Nome Proprie..
Protocolo de arquivo: s

| closses
B generated-source
Mgeneriod bt surces

Ferramentas ¥ Gerendar v

0B de658MBem0ded

Nao conectado.




Acessando remotamente um AWS EC2 através de SSH

Digite o endereco do servidor criado anteriormente no nosso exemplo:

s de transferéncia Padrdo

& Novosite Sesso:
I 54.226.25.105 Protocolo de arquivo:

B maven-archiver

B8 maven-status
[

st-classes

cjar
cjar.original

Avangado. .

Gerendar v

0B de 65,8 M8 em 0 d
Nao conectado.

Selecione a opcdo “Avancado”:

\juda

Ajustes de transferéncia Padido

& Novosits Lol
Direitos Proprie...
& 54.226.25.105 Protocolo de arquivo: = e

Eid

Host:
34.229.98.139

Usudrio:

ing-boot-localstackjar
I spring-boot-localstack.jar.original

Feranentes ¥ Gerencar v Bltoon

Nao conectado.




Acessando remotamente um AWS EC2 através de SSH

Selecione a opc¢do “SSH” -> “Autenticacao”:

rcar Arquivos Comandos

| & Nova Sesséo |

= CSamothM2- ! - B~
oad - | Y Editar &
C\Usersithoma\ development\workspace

Nome

B spring-boot-localstack jar
pring-boot-localstack jar.original

o
Local Marcar Arquivos Comand
[ Nova Sess

: Samoth M2 -

r Y Edit

Users\thomadevelopmentiworkspace

[T m—
B genersted-test-sources

B maven-status

[ test-classes

1B spring-boot-localstac
I spring-boot-localstack.

0B de658MB em0des

Nao conectado.

essio Opgdes Remoto Ajuda

& @Al Ajustes de transferéncia Paddo

Configuragdes avancadas do site

Ambiente
Diretdrios

Lixeira
L [ el
SFTP

Shel
Conexdo
Proxy
Tinel
ssH
Envio de chaves
Autenticacso
Eros

Nota

sio Opgdes Remoto Ajuda

(] Contornar autenticacio completamente (SSH-2)
Opcdes de autenticacdo

8 Tentar autenticacso usando Pagent

8 Tentar autenticacio com o 'tediado interativo' (S5H2)

B Responder com a senha 2o primeiro prompt

Parametros de autenticacio
[ Permiti remessas de agente
Arquivo de Chave Privada:

Ferramentas

GssaPr
8 Tentar autenticacio GSSAPL/SSPI (S5+H-2)
(Jpermiti a delegacdo de credendiais GSSAPT

Cancelar

& @il - Ajustes de transfe

Configuraaes avancadas do site

Ambiente

[l Contornar autenticacdo completamente (SSH-2)
OpgBes de autenticacdo

(@ Tentar autenticac3o usando Pagent

{8 Tentar autenticacio com o 'tedlada interativa' (SSH2)

B Responder com a senha 2o primeiro prompt

Parametros de autenticagio

[ Permitir remessas de agente

Arquivo de Chave Privads:
C:\sersithoma\Downioads\kp spring-boot.ppk

Exibrr Chave Pibiica Ferramentas v

GSSAPT
8 Tentar autenticagio GSSAPI/SSP (S5H-2)
ermiti 2 delegac3o de credencials GSSAPT

Cancelar

Direitos

Proprie...

Proprie.
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Acessando remotamente um AWS EC2 através de SSH

Clique em “Login”:

rcar Arquivos Comandos

| & Nova Sesséo |

= CSamothM2-! - 6 - I -

| B classes
8 generated-sources
I8 generated-test-sources

naven-archiver
8 maven-status
test-cla

pring-boot-localstack,jar

se

pring-boot-localstackjar.original

0B de 65,8 MB em 0 d

Nao conectado.

& Novosite
I 34220.98.139
I 54226.25.105

Ferramentas ¥

Direitos Proprie.
Protocolo de arquivo: s

SFTP

Remoto Ajuda

0 Fia -

Ajustes de tran:

| 50 3422998.139 X (@ Nova Sessio |

B closses

B generated-sour

B generated-test-

8 maven-archiver

L atus

W test-classes

I spring-boot-localstackjar

N spring-boot-localstack jar.original

0B de 658 MB em 0ded

Nao conectado.

Direitos Proprie..
Continuar a conexéo a um servidor desconhecido e
adicionar sua chave de host ao cache?
A chave de host do servidor ndo foi localizada em cache. No hs garantia de
que o servidor & o computador que vocé pensa que &
s detalhes da chave do servidor E425519 sdo:
Algoritmo; sch-ed25519 255

SHA-256:  CvOVFBINYTRKXIVSTAAIMIEQbSMN3eTel CZmHKvkg
MDS:  aicaiSbiTdicaic3idei6d:83:45:47:7e0c32:036
Se vocé confia neste host, clique em Sim. Para conectar-se sem zdicionar a
chave de host 2o cache, clique em Nao, Para abortar & conexdo clique em
Cancelar.

Copiar impresséo digital da chave para a rea de transferéncia

Cancelar
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Acessando remotamente um AWS EC2 através de SSH

Digite o usuario “ec2-user”:

Local Marcar Arquivos Comandos
i s de transferéncia Padrdo

| 3422998139 X (G Nova Sessio |

moth M2- | ~ B

W Nowo- (E B

Nome Data de modificagéo Direitos Proprie...
Nome de usugrio - 34.229.98,139

i Procurando pelo Host..
W Conectando no Host..

Autenticando.

I spring-boot-lo r.original

Cancelar

Selecione o arquivo “spring-boot-localstack.jar” e arraste para o lado direito. O arquivo ser3

enviado para a pasta “/home/ec2-user”:

aw target - 3422008139 - WinSCP
Local Marcar Arqu nando moto Ajuda
B8 % B Sinconizar |57 o B3 %F @R Ao - Ajustes de transferéncia Padido
2098133 X G Nova Sess:
moth M2- | - & ~ <> = - - B A2 B Lol
T ———————
3 i Tamanho | Tipo [ vo Tamanho | Data de modificago Proprie.

Diretério acima . 2 w root

B Arquivo ORIGINAL

0B de658MB em0ded 0Bde0Bem0ded




Acessando remotamente um AWS EC2 através de SSH

Efetuando o upload do arquivo:

Comandos
F BB @Al Ajustes de transferéncia Padido
= CiSamoth M2- | - B - BEAS " ecuser - - - BB A 2 B Loclioraquivos

8 Upload - | Y Edter ~ % ok By Propricdades | @ Novo~ B B «d - [ riedaces | B Novo~ | B B
G

Nome Tamanho | Tipo 3 Direitos Proprie...

Diretério acima - 23 16 X | root
b e d

! 3% Fazendo upload

Arquivo  C:\,.. \targetispring-boot-ocalstack.jar
Destino:  /home/ec2-user/

t-localstackjar Tempo Restante:  Calaando  Tempo decorrido: 0
W spring-boot-localstack jar.original Bytes transferidos:  1,99MB  Velocidade: 1,55M8/s

1
XH -39 PRl |

4oculto

0:00:07

Local Marcar Arquivos Comandos Sessio Opgdes Remoto Aju
£ %G BE Sincronzar 57 oF BQ %% @R Fila - Ajustes de transferénc
= = 39 X [ Nova Sess
SamothM2-! - & - i - < | B Localizar arquivos

B Novo -

Tomanho | Tipo Nome Tamanho | Data de modificago Direitos Proprie.
Diretério acima [} 2 1 TWKEXEX root
Pasta de arquivos I spring-boot-localstar = ec-u

W generated-sources Pasta de arquivos

[ generated-test-sources Pasta de arquivos

8 maven-archiver Pasta de arquiv

8 maven-status Pasta de arquivos

W test-classes Pasta de arquivos

I spring-boot-localstack jar 67402K8  MicrosoftOpeniD...

W spring-boot: stack jar.original KB Arquivo ORIGINAL

MB em 0 de 1

0:00:20



Acessando remotamente um AWS EC2 através de SSH

Digite o comando “java -jar spring-boot-localstack.jar”:

EB ec2-user@ip-172-31-39-230:~ = o X

-t

O microsservico sera executado com sucesso. E possivel acessar o endereco
http://[54.162.246.161]:8080/hello para uma requisicdo de uma API Rest. Substitua o endereco

entre chaves pelo IP da sua maquina.

BB ec2-user@ip-172-31-44-62:~ - ] x
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http://[54.162.246.161]:8080/hello

Acessando remotamente um AWS EC2 através de SSH

Acessando o servi¢o do Spring Boot:

v @ 54.162.246.161:8080/hello * ar

F c A\ Inseguro  54.162.246.161:8080/hello

{"message”:"Hello World!"}
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